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https://www.kyndryl.com/us/en/perspectives/authors/kris-lovejoy
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_ IT hardware failure
_ IT network failure
_ Malware (including Cloud and On-prem)
I D-ta center outage (including cloud and on premises)
I DOC/DDos attacks

I Human error

I Failed software updates or configuration
I cxtreme weather (hurricane, flood, and more)
| Third-party exposure, breach, or downtime
_ Insider attack

_ Unauthorized access

- Social engineering

- Nation-state cyberattacks

None of these
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Operations interrupted ‘

00_

Compliance or other legal/regulatory fines or ramifications ‘

Damaged brand reputation

Lost revenue/business

Cyber insurance repercussions
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Decreased customer loyalty

Stolen IP or internal/external information

19% | was concerned about losing my job

Decrease in value of stock or investor valuation
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None of these
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Inability to recover systems and data from encrypted, clean backup

Expanding IT footprint

Inability to stay up to date with emerging threats

Lack of skilled staff

Reliance on third-party vendors

Lack of tools
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Distributed workforce
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Changing regulations

Siloed IT groups
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Lack of executive buy-in/prioritization
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o Cybersecurity related » Both o Non-cybersecurity related
Low impact/high likelihood High impact/high likelihood

@ Human error

IT hardware failure

Failed software Malware, including
updates/configuration ransomware

o IT network failure ® @
® Unauthorized access

Data center outage, including @
cloud and on premises

® Nation-state cyberattacks

L ® DOS/DDoS attacks
Third-party exposure,
breach, or downtime

Perceived likelihood for next 12 months

@ Extreme weather ® Insider attack
(hurricane, flood, and more)

® Social engineering

Low impact/low likelihood High impact/low likelihood

Perceived negative impact

VR ZRHIBD— AT IATOERRESE
AL LTREZHOTVS

BECITORBREENMERN RV TUMRIEHENIREDE
FEZEBELISAT BEZLO TVLAI LBV EBARNE LT RIRIC
88NHERDITEEZ RIS EBIERM WE FIIREICHALL.E
B 3700+ BEBITITVBRLEBELTVET,

BT LOEEIZOVWTB R LI A.65%DEEE I MIEICLEART
BEHEBO 1> T ADORKRIGT D TH B BB L FE LIz It
ICBNZESTWRLEIZLEDIEHT N8N T LI gD & HD.92%
DAV T U ERBRLUICCBIZLIECEEER TR L. COBVEEIR
BINEHEREVWZFET. COEMIF. TOBENELH SN ELEM
HITBIELTIFBRWICLTH D BB EKEVDDTT,

B RORBRICEDIEEREFIERFLET
H: DI CEDITEERZRILSEZLS5R
FHERR HE BEEZEEL.ZCHHSEIRTS
e DEfFH+RIZE-TWS,

88%

Agree or
strongly agree




ITY—SH—HRYFAN—-L VI RDE
RICAEITTHERIRIIDOODRTYS

IBIFITOEBREENITURIDRREEDLSIC
LTV IRV EER T BT-DICATOHA/N—
LIVIVRDADDIEICHEDVWT RENEDLSIC
TELTVRH ETHAET IR OFAEERBLELT

> BE: BENAEREETICERL EEN LR £ORT 3
72D DITU A V& %5 fd S OEET S

> Bl ITEED A>T UMD SRESNZLSITEEDHE%
e ()

> WIS RBEICHA L. B ZBRT S
> #IA: PHROXE=BREL.EEZRITREZLRICEIRTS

EEZIF—FICBHONTF—IVRIBIFTHZ LFHMELTE D BIE
BEWEWIET, IRTDTITrETA TEH LT 15% M BHD/NT
F—IVANBEBICRVWIF R TEBATVWS I CEIELE L. M %
BLWELTREBNSEFaAVTREBICHTZRVERZZITTUVD
CRELEEREE I HAN-LIUIYAEEDZH TR D%
DI BERI RV EH DD E LT,

ZCTRERNMSOBRZRZDITAN-LIUIVRIZAITTE
TIBREIDDEFNBRTY T2 THBNALET,

ﬂ MEDSEHSRBHICE R ZETAD

ITEBPS IS D FXEEFINSUIDBE SN A ORETEREINS
CEWELHBDFET, HAN—L UV REEZRINSE D78
DERLERLBHEF FAOZITHTEILTT, ITHBFAADAY
N—ZBDO BEDERICHEITEIFAN-LIUIVRIZDOVWTE
REZEDELLS. ENHBEO—LAEBZLSEWMDEAHFT,

2 URIHBEZRAETS
VRIFBEDL NI TEWTVWDBE ERICEOTREDE
Tl I BVRH O H 2 SR DFRELNILISIEREICE
<BDHEY, BHOVRIHFREZEREL. 2HICBEIELELD.

3 EZHS/RA4SE (Minimum Viable Company) #5319 3%

ERASNROERFRLII EEZHIL.ERARZHET SO
ICEERPERDO—MZREKLET FA/N—L I T EBRIE.
BERBDOBERITTELINSDIATLOERERET —
AR EDSVDRETEYFAIVICEIBTIREL BB D VS
TEOHFBREOREODHLETT,

4 HENLZRET 3

FAERBRDODD DI ZLDEEKIFHARLEITBITERE L
SHEEICEBLTVWE R/ ROFRAIRRBEMLICE->TEER
ITEEZREL.IYEYILEFT.CNSDOEEIIRET S,

REOT—XATRIAVITUNMRICEIBT 3 A RBREBDET,

5 TArSZAMIL—LT—TICBITTS
BRI RATLICT VRS BHENH BN T T/t X 2RI
TEHEOBVAIICIFEETERVLSICTS. T I METZD
REJZHRLFT,

@ ERERHEEERETETS

BRICESTII AV TUMIBITONBVWI EDHHDFT, (B
BREADRDFEINZIERELTOANIS—RE,) BHLED
‘RECERZEEZL. D227 —2a 0 XBUEBTO LA 2L
LB ZM LT3 T AV TUOREERRICRILED,

7 BELICIATT AT S
FTEIFERE LT T IELACRITENBVI DB D ET,
AT UM RELISBE T AFENTVRVEEIZGEEP
INEREOENZBE RENESITRIMLLET,

BAN=-L VI REREBENICTYTT—FT3
PRFESVDOLST . EDRRADHEENIFEL L ITERRIZELD
BHIELANER RERE) ICEDEEZBONEEHHDE
T AN—L P U REBEOEM M ZHERT B I3 MR
HRRICOWTERL. 7Y T T3 BENHDET,

@ BEBLALTRHERDS
BRRICHAN-—L VIV IHHRATRHERR L NILOFHERD
FEYIICBOTVWAREWSERZEHI—ERDEDGAELR—H
ZREHET

R O%EERTZDITOURY LEHBEICOVTRE R L RIFE
REHBITZILT M TRV TRELEDBLEAERZ
N=RED AT LA TV rDBBBREBTEEL5ICT B
DICHBREZHIE5LET,



kyndryl

© Copyright Kyndryl Inc. 2023.

Kyndryl is a trademark or registered trademark of Kyndryl, Inc. in the United States
and/or other countries. Other product and service names may be trademarks of
Kyndryl, Inc. or other companies.

The performance data and client examples cited are presented for illustrative purposes
only. Actual performance results may vary depending on specific configurations and
operating conditions. Kyndryl products and services are warranted according to the
terms and conditions of the agreements under which they are provided.



