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IDC OPINION 

CyberSecOps is not just for IT and security anymore. Business execs are getting 
involved, and as with any new idea, there’s always a chance of something going awry. 
Most know this, and the more they can strengthen their digital app security, the 
smoother things will run. It’s about building trust across organizational teams to better 
manage business risks. The situation is captured in the IDC mantra “security risk is 
business risk,” and buyer personas are evolving due to GenAI and increased focus on 
personal accountability. As new apps, transformations, and business innovations come 
along, the company’s security architecture and posture are assessed in terms of scale, 
speed, and functionality to keep up with the pace of business. It does not matter if you 
have 50+ standalone security tools — what about all the friction that every one of them 
adds to your organization? This friction acts not just in security and IT operations but 
can be found in almost every line of business (LOB) as a result. Finance must be vigilant 
to replace old tech that has reached the end of life. Legal departments oversee a lot of 
contracts with different expiration dates. IT and security work with lots of different 
teams, like help desks, operations and support teams, developer teams, or end users. 
Making a change could be tough as it would require getting approval from a lot of 
different people. Then there’s the challenge of making everything work together to 
comply with regulations while potentially doing nothing to improve business resiliency. 
But is the answer to better resiliency really the consolidation of security tools and 
vendors? Many companies struggle to develop holistic security strategies to protect 
critical assets from cyberthreats, and many times it’s an arms and legs issue. This is 
where managed security service providers (SPs) can step in and help:  

▪ They can collaborate with customers to develop novel solutions based on their needs 
providing a unified approach to risk management, governance, incident response, 
and threat detection while supporting security operations, security by design, 
education and training, data protection and privacy, and of course, cloud security. 

▪ But can one managed security SP handle all the security operations for its clients, 
understanding the industry implications and business context needed? 
Absolutely. It’s just a matter of scale. 
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IN THIS VENDOR PROFILE 

This IDC Vendor Profile highlights how Kyndryl is driving integrated security services 

through its end-to-end protection and cyber-resilience services. 

SITUATION OVERVIEW 

Company Overview 

Kyndryl is not only a global managed infrastructure service provider specialized in 

mission-critical technology systems but also well positioned as a major managed 

security service provider providing cyber-resilience services. It was originally formed as 

a spin-off from IBM’s managed infrastructure services business but has since become 

an independent company with its own sharp vision. 

Headquartered in New York City, New York, the company has over 80,000 employees, 

reported 16.1 billion in revenue in FY24. Kyndryl portfolio also includes application, 

cloud, core enterprise and zCloud, data and AI, digital workplace, and network and 

edge services. 

Company Strategy 

Kyndryl’s cybersecurity mission is to give Kyndryl customers the tools they need to keep 

their business running smoothly and in line with the latest regulations. From helping 

businesses figure out how ready they are for any kind of audit situation to their 

operations to assisting customers in building the right controls to keep their mission-

critical systems safe while they modernize, Kyndryl is there for all the steps in between. 

The main topic of the Kyndryl strategy is cyber-resilience services, navigating cyber-risk 

with confidence, aiming to offer a full spectrum of services to help business anticipate, 

protect against, withstand, and recover from adverse conditions; manage the risk; and 

maximize the value of security investments. 

Product Strategy 

Kyndryl’s strategy is to provide comprehensive protection and resilience integrated 

services offered in four main categories: Security Assurance Services, Zero Trust 

Services, Security Operations and Response Services, and Incident Recovery Services. 

The portfolio continues to expand, adding a new category in 2024 called Data Security, 

Responsible AI, and Privacy.  

As a provider of cyber-resiliency services, Kyndryl is dedicated to offering adaptable 

protection solutions that can effectively mitigate and recover from cyberdisruptions. Its 

platform integration is a key strength, supported by a team of over 7,500 cyber-
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resilience professionals. This highlights the value of a holistic approach to cyber-

resilience, facilitating collaborative innovation and development through the company’s 

Cyber Resilience Service Design accelerator programs. By avoiding a one-size-fits-all 

approach, the company adapts to the specific needs of each organization. Further: 

▪ Security Assurance Services: These services are designed to assess business 

cyber-risk, evaluate their cybersecurity and resilience posture, and define a new 

target state, policies, controls, and compliance programs. The following main 

services should be highlighted: 

▪ Business and IT Resilience Consulting Services 

▪ Security Strategy and Risk Management Services 

▪ Offensive Security Testing Services 

▪ Compliance Management Services 

▪ Data Security, Responsible AI, and Privacy Services: These services are 

designed to help customers adopt accountable data usage, rights, and 

responsible AI. The following main services should be highlighted: 

▪ Data Life-cycle management 

▪ Data protection 

▪ Privacy management 

▪ Responsible AI 

▪ Digital ethics 

▪ Zero Trust Services: It is reasonable to assume that these services are provided 

by Kyndryl as a strategic consultancy, utilizing Kyndryl’s own principles and Zero 

Trust framework. This involves the implementation of solutions selected by 

Kyndryl to automate the detection and response processes, perform a risk-based 

access control, and reduce the business attack surface. These solutions are 

organized into phases and are designed to address common use cases, including 

transitioning to the cloud, collaboration across the enterprise, third-party access, 

privilege access, personal devices, and the Internet of Things (IoT). Kyndryl’s 

product range includes: 

▪ Identity and access management 

▪ Secure access service edge (SASE) 

▪ Endpoint security 

▪ Cloud security 

▪ Mainframe security 

▪ Micro-segmentation 

▪ Application and workload security 
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▪ Analytics, automation, and orchestration 

▪ Zero Trust Maturity Assessment (ZTMA) 

▪ Security Operation and Response Services. Following an assessment of the 

business security posture and the definition of strategic security plans, managed 

security services represent a subsequent logical step in the cyberdefense for 

Kyndryl customers. The objective is to provide comprehensive security and 

resiliency services powered by AI and automation. Kyndryl aims to equip clients 

with the necessary tools and operating models to address ongoing C-level 

challenges and requirements specific to their business context, industries, and 

regions. Security Operation and Response Services are divided as follows: 

▪ Security Operations Center (SOC): With six security operation centers 

strategically located in Italy, Canada, Brazil, Hungary, Spain, and India with 

plans to add Japan by the end of 2024, this shared service center for IT 

security management is poised to analyze and respond to cyberattacks with 

the robust capabilities of Kyndryl’s security operations as a platform.  

▪ Security Operations as a platform: Kyndryl has developed and continually 

enhanced an SOC-automated ecosystem that is ready to use out of the box. It 

comes with a full set of playbooks, dashboards, and reports, including SOAR, 

SIEM, EDR, vulnerability management, advanced threat detection, and cloud 

security. It is fully integrated with over 900 preconfigured security tools and 

delivered as a single platform as a service. 

▪ Cybersecurity Incident Response and Forensics (CSIRF): This service is 

designed to provide threat detection and incident response capabilities, 

leveraging expertise in intelligence, forensics, and enhancing the efficiency of 

security operations. It also serves as a contingency measure in the event of 

any security business disruption, offering four levels of hands-on support: 

On-demand, tier 1, tier 2, and tier 3, thereby enabling business continuity for 

organizations. 

▪ Vulnerability Management: While there is a general understanding of 

vulnerability management practices, Kyndryl offers a service to assist 

organizations in mitigating their cybersecurity operational risks through a 

comprehensive, risk-based vulnerability management life cycle. The objective 

is to enhance the organization’s cyber-resilience. 

▪ Incident Recovery Services: From a strategic standpoint, Kyndryl’s service is 

designed to construct an incident recovery plan that is aligned with the business 

goals of the client, with the objective of mitigating the impact of any disruption in 

hybrid multicloud environments. Kyndryl’s methodology entails the identification 

of potential risks and the assessment of incident response readiness through the 

utilization of purpose-built technologies and expertise. In the event of a 
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disruption, Kyndryl can help mitigate impact with capabilities to automatically 

recover critical business processes and data. This service includes the following 

listing: 

▪ Cyberincident recovery 

▪ Managed backup services 

▪ Hybrid platform recovery including multicloud resiliency 

▪ Mainframe resiliency 

▪ Datacenter services including sustainability advisory 

Business Strategy 

Kyndryl understands the difficulties that organizations face in developing cyber-

resilience. These include determining their level of risk, defining minimum viable 

operations, ensuring compliance, and preventing and recovering from technology 

outages such as ransomware, as well as infrastructure consolidation. It is not a 

straightforward process, and IDC recognizes that the benefits of these investments may 

not be immediately apparent to the C-suite approvers. However, mastering the full 

context could help security teams go through a process of rationalization and risk 

management with a high degree of confidence. 

After Kyndryl left IBM, the market started to see the company as more of a security 

consultancy partner rather than as a tech company.  

Kyndryl is taking steps to reinforce its market position by forging new partnerships with 

cloud hyperscalers including AWS, Microsoft, Google, and Oracle and cloud security 

vendors such as Cisco, Cloudflare, and Rubrik incorporating AI/ML into its existing 

technology services and experiencing double-digit growth in consultancy increasing 

demand. 

As part of the AWS Global Partner Security Initiative (GPSI), Kyndryl is streamlining 

processes and strengthening security operations and management capabilities to 

bolster its cyber-resiliency portfolio. This includes executive readiness, security-led 

cloud migrations, continuous compliance, managed detection and response (MDR), 

incident response and forensics, and emergency recovery and restoration. At the core 

of Kyndryl’s services is Amazon Security Lake, which supports OCSF to provide vendor-

agnostic ingestion and analysis. In addition, the company utilizes automation 

capabilities from Amazon Bedrock to automate ingestion and turn up data in predictive 

threat intelligence. All of this is integrated into Kyndryl Bridge, an AI-powered, open-

integrated digital business platform that provides customers with a consolidated view 

of their security risk. 
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Since 2021, Kyndryl has been working in collaboration with Google Cloud, with a 

primary focus on customer-centric cloud migrations. However, considering the growing 

importance of cyber-resilience, the company has evolved its approach to adopt a data-

first strategy. This enables customers to identify the optimal tools for their needs, 

including security solutions, AI/ML and GenAI, and infrastructure modernization and 

applications. Kyndryl’s services ensure customer data integrity and privacy at every 

stage. At the Google Cloud Next ‘24 event, Kyndryl was named the 2024 Google Cloud 

Partner of the Year in three categories: Specialization, Breakthrough, and Services.  

Kyndryl has launched a portfolio of new Microsoft services with the goal of accelerating 

mainframe application migration with GenAI and accelerating customers' cloud 

modernization through technologies like Azure OpenAI, Microsoft Copilot, and Azure 

DevOps. As a security systems integrator, Kyndryl is positioned to support a range of 

services, including application modernization, data governance, systems integration, AI 

deployment, and security. Regarding security, Kyndryl and Microsoft have collaborated 

to develop a cyber resilience framework that enhances risk and compliance readiness. 

This framework leverages Microsoft Purview, Microsoft Sentinel for SIEM migration, 

Microsoft Entra for Identity and Access Management (IAM), and Microsoft Defender for 

increased detection and response. Kyndryl has also become a member of the Microsoft 

Intelligent Security Association (MISA) and has integrated Microsoft Defender XDR into 

its solutions. Kyndryl has maintained its status as an independent software vendor (ISV) 

and managed security service provider (MSSP) of Microsoft Security Technology. 

In mid-June 2022, Kyndryl announced a strategic alliance with Oracle. This partnership 

will enable Kyndryl to become a principal delivery partner for Oracle Cloud 

Infrastructure (OCI), thereby extending Kyndryl's global cloud services delivery reach. 

Together, Kyndryl and Oracle provide comprehensive support for Oracle 

Cloud@customer and Oracle Exadata offerings, offering managed services that span 

multiple industries. These services are designed to assist customers in modernizing 

their applications and databases in the cloud. As a result of this partnership, Kyndryl 

can offer a special focus on resiliency and disaster recovery, transporting their 

expertise to Oracle security products, as well as zero-latency data loss recovery 

appliances and security services for OCI, network and edge computing, data and 

analytics enabled by AI, and advanced database consolidation and migration on-prem 

ERP software to OCI. 

In addition, Kyndryl is building momentum in 2024 through strategic acquisitions, 

including Skytap, a privately held company that accelerates hybrid cloud adoption with 

the goal of helping customers modernize mission-critical infrastructure platforms and 

enhance advanced analytics, AI/ML, and development, security, and operations 

(DevSecOps) for these migrations. 
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Another noteworthy optimization is the decoupling of the company’s transaction 

processing platform for the securities brokerage industry in Canada, Securities Industry 

Services (SIS), from Broadridge Financial Solutions Inc. This platform is not integrated 

with other relevant business units, and its revenue contribution represents less than 

1% of Kyndryl’s total annual revenue. 

Although the larger practice of Kyndryl resides in the cloud, with the Skytap acquisition, 

one could expect to increase the practice of security and resiliency due to the proximity 

of goals that originated in cloud migrations but favored due to improving cloud security 

posture and existing partnerships. 

The focus on financial services shows an elevated level of understanding of highly 

regulated industries and complex ecosystems, followed by other sectors such as 

technology, media and telecom, retail, travel, industrial, and public, showing the 

diversity of use cases that could be driven by Kyndryl. 

Kyndryl’s approach to cyber-resilience through the company’s integrated security 

services shows a broader level of coverage to empower the organization’s business. 

However, it’s still on its customer’s trust to be said if Kyndryl meets the level of 

competencies to transition customers from the manual reactive practice to a proactive 

actionable one, with capabilities to be autonomous and with a high level of visibility 

under their digital assets. 

FUTURE OUTLOOK 

The latest study regarding resiliency from IDC indicates that security, risk, and 

compliance will remain a key investment area worldwide. Indeed, 31% of organizations 

consider this to be the area least susceptible to budget reduction, regardless of the 

economic environment. 

Kyndryl is ideally situated for accelerated growth as an increasing number of 

organizations seek comprehensive security solutions with a deep understanding of 

specific industries and exposure to cutting-edge practices such as GenAI and 

multicloud. However, the company also demonstrates expertise in more established 

practices, including network optimization, data optimization, and edge computing. IDC 

believes this strategic positioning will enable Kyndryl to gain market share by 

addressing both technical and business requirements. 

According to organizations surveyed in July 2024 at IDC’s Future Enterprise Resiliency and 

Spending Survey on their preferences for the type of vendor most strategic for AI 

technology partners in the next future, they specify that IT consulting and service 

integrators would be their first choice, not only based on the idea that they can handle 

the entire ecosystem without relying on specific vendors but also for broadening their 
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strategies. In the same study, when organizations were asked about their top 

governance programs being utilized to guide and manage AI risk and governance 

strategy, privacy management and information were ranked number 2, just after IT 

governance (including cloud governance), so it can be inferred that more organizations 

are looking to transform their business, but some help will be needed. 

Considering the increasing demand for robust security solutions, Kyndryl’s strategy, 

which combines cost effectiveness, superior functionality, and AI-powered capabilities, 

offers a promising approach for navigating the evolving risk landscape. The company’s 

expertise encompasses business and IT resiliency, offensive security, data security and 

privacy, zero trust service, security operations, and incident recovery. Kyndryl offers an 

integrated plan to support companies in consolidating their security operations, 

integrating disconnected technologies, and providing value-added reporting. 

ESSENTIAL GUIDANCE 

Advice for Kyndryl 

Kyndryl has a notable presence in the managed services market, with a substantial 

practice of cloud and mainframe services due to its extensive penetration in the 

financial services sector. However, the company is not as well known in the security and 

resiliency services space. It has a solid foundation of expertise and the potential to 

expand its capabilities, particularly around cloud security services. These services are 

often driven by cloud migration, multicloud strategies, and the adoption of GenAI to 

accelerate the transition to more microservices, cloud-native applications, and CI/CD 

pipelines for DevSecOps. 

As more line-of-business executives engaged in discussions about cyber-resilience and 

cybersecurity, Kyndryl Strategic Services emerged as a potential new option due to its 

industry expertise. However, this also required Kyndryl to develop tailored use cases 

for sectors outside its traditional scope, such as health and manufacturing. 

It is advantageous to have a diverse range of partners within the cybersecurity 

ecosystem, as this demonstrates to customers that Kyndryl’s expertise is not limited to 

a single vendor. While hyperscalers are valuable assets, it is also important to 

collaborate with platform security vendors with extensible integration capabilities to 

ensure a better fit within the customer environment. 
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LEARN MORE 

Related Research 

▪ Market Analysis Perspective: Cloud-Native Application Protection Platform, 2024 (IDC 

#US52523324, August 2024) 

▪ Worldwide Cloud-Native Application Protection Platform Market Shares, 2023: A Bull 

Market (IDC #US52472324, August 2024) 

▪ Worldwide Cloud-Native Application Protection Platform Forecast, 2024–2028 (IDC 

#US49415323, June 2024) 
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